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ABOUT THIS REPORT
This report has been developed in the framework of the B-HUB for EUROPE project (GA871869) funded under the
Horizon 2020 Programme of the European Commission – Startup Europe initiative. The project targeted startups
operating in the blockchain deep tech vertical building on the potential and excellence of European high-growing
innovations, likely to affect private and public sector organisational and operational models. It helped startups in
shaping and offering high-tech solutions addressing public challenges and private businesses’ needs and scaling up
across five startups ecosystems in Europe: Italy (Rome), France (Paris), Germany (Berlin), Lithuania (Vilnius) and
Romania (Cluj-Napoca).
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PURPOSE AND STRUCTURE OF THE REPORT
The intended purpose of this report is to stimulate interest and discussion about needs and expectations within the
startup community and the experts audience for improvement and reform of the present regulatory framework directly
or indirectly affecting blockchain applications in the European market and for sharing knowledge and understanding of
the emerging challenges in the actual scenario.
The report is divided into five main sections. Firstly, a description of the current regulatory framework that has impact
on the blockchain technology domain and market, including mapping of existing EU policies, strategies, statements,
directives and ongoing legislation related to or affecting blockchain. Secondly, the report presents the results of a survey
conducted in mid-2021 with 45 European startups offering blockchain-based solutions to understand obstacles and
barriers and main challenges for blockchain innovations. Thirdly, the outcomes of direct interviews conducted in the
period June-September 2021 with 20 experts at EU level to get insights and proposals for improvements in regulation
and the major topics discussed during an expert roundtable held publicly in December 2021 and involving six more
experts. Finally, a concluding section with major remarks emerged and a set of recommendations for the enhancement
of the present regulatory framework and the design of future regulations.

METHODS, SCOPE AND DELIMITATIONS
The analysis is based on the available literature, the outcomes of conferences, webinars and events attended by the
project Consortium in the period 2020-2021, the results and the experts’ insights provided through the B-HUB for
Europe surveys.
The aim is to provide an overview of the most often discussed challenges and critical issues related to blockchain
technology innovation vis-a-vis EU legislation and highlight expected changes and proposed new orientations to
improve and adjust the overall context. It is not claimed to provide conclusive answers and solutions to the questions
and matters raised but more to point out topics for further discussion and debate as inputs for a consensus-based
reformulation of the current regulatory framework.
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1. Introduction
Blockchain technologies require rules and standards, especially in terms of how participants may access and
interact. The blockchain is challenging the existing hierarchical system and, by extension, the regulator since
it questions the role of trusted intermediaries in positions of control. This is a major issue at international
level that is creating a quite complex regulatory environment at European level where different national
approaches should be harmonised to allow for an effective cross-border coordination.
Since 2017 the European Commission has been ‘actively monitoring’ blockchain initiatives in Europe and the
related implementation environment. The absence of a regulatory regime in areas pertaining to blockchainbased applications is offering both advantages and drawbacks. On one hand, actors can take advantage of
such freedom to create new business models; on the other hand, actors are not limited by specific legal
boundaries and this can lead to misuse.
More recently, EU member states and EU institutions paved the way for regulatory cooperation with the
establishment of new initiatives. In February 2018, the European Commission launched the EU Blockchain
Observatory and Forum which aims to accelerate blockchain innovation and the development of the
blockchain ecosystem within the EU by facilitating dialogue between decision makers, thought leaders, and
the blockchain community. Also in 2018, the European Blockchain Partnership (EBP) was created currently
counting on a membership of 29 countries (all EU Member States, Norway and Liechtenstein) and aiming at
developing a European Blockchain Services Infrastructure (EBSI) to support the delivery of cross-border
digital public services for public administrations and their ecosystems to verify the information and make
services trustworthy. The Partnership is upgrading the European Blockchain Services Infrastructure (EBSI) to
improve performance, security and energy efficiency. Since 2020, EBSI is deploying a network of distributed
blockchain nodes across Europe, supporting applications focused on selected use-cases. EBSI is the first EUwide blockchain infrastructure, driven by the public sector, in full respect of European values and regulations.
In parallel, some EU countries managed to define DLTs and related subjects (e.g. Malta and Italy among
others) and international organisations are trying to achieve a broad consensus on rules for standardization,
(e.g. the European Committee for Standardization and the European Committee for Electrotechnical
Standardization, the ISO/Technical Committee 307, the International Association for Trusted Blockchain
Applications-INATBA).
The European Union is strongly supporting an EU-wide development of rules for blockchain to avoid legal,
penal and fiscal regulatory fragmentation. In this sense, for example, the European Commission adopted a
comprehensive package of legislative proposals for the regulation of crypto-assets in order to increase
investments and ensure consumer and investor protection.
The aim of B-hub for Europe1 initiative was to gather from stakeholders involved in the project a vision
regarding the legal certainty in services enabled by Blockchain and Distributed Ledger Technologies (DLTs) to
ensure high levels of sustainable growth in the blockchain domain. As a complementary set of activities all
along the project cycle, project partners collected inputs to provide hints on needs, requested improvements
and expected revisions by startups and other stakeholders involved about rules, standards and law provisions
related to blockchain application and diffusion. This was ensured through surveys with European startups
and experts engaged in the project, concluding with a final experts roundtable.
The output and results of this monitoring and gathering activity has been consolidated by the B-hub for
Europe consortium and is summarised in the present report as a project contribution to the regulatory efforts
in this domain and the diffusion of knowledge on these topics towards a wider community at European level.
1

https://b-hub.eu/
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2. The current regulatory scenario in the European Union
The growing development scenario of blockchain technologies application across different economic sectors
beyond finance and digital currencies is not supported by a clear and effective legal system at European level.
A clear regulatory environment, in fact, is still missing at each Member State level and within the European
Union. The lack of an applicable EU law, the increasing regulatory fragmentation within the European Union,
and a maturing crypto sector requiring a more clear legal environment forced the European Institutions to
act and start intervention in the regulatory framework.
Here below, some milestones are briefly illustrated as an introductory scenario to the subsequent sections
when most of the initiatives described are mentioned and to provide a reference context for the opinions
and visions expressed by the engaged project stakeholders.
On September 24th, 2020, the EU Commission published a proposal for the regulation of crypto assets: the
“Markets in Crypto-Assets Regulation” (MiCA). Once adopted and in force, the MiCA will be a directly
applicable law in all EU member states and regulate all issuers and service providers dealing with cryptoassets. The proposal is part of a comprehensive “Digital Finance Package,” which also includes other
documents such as a “Digital Finance Strategy,” a “Retail Payment Strategy,” and legislative proposals for a
“DLT Pilot Regime” and for more “digital resilience” in the financial sector. This package updates certain
financial market rules for crypto-assets and creates a legal framework for regulatory sandboxes of financial
supervisors in the European Union for using blockchains in the trading and post-trading of securities.
In principle, the MiCA has been conceived with the potential and the ambition to set global standards for the
oversight and regulation of digital, blockchain-based assets. By implementing clear-cut rules and long-term
legal certainty, the EU is expecting to attract crypto talents, companies, and investments from all over the
world. However, there are concerns in the domain that parts of this regulation may go beyond the original
purpose and impose insurmountable constraints on businesses while seriously challenging the various
innovative crypto use cases in the European Union.
The MiCA initiative originates from some major developments in the last years.
At the end of 2017 and the beginning of 2018, within the framework of the EU ‘FinTech Action Plan’, the
European Commission assigned the European financial supervisory authorities (EBA, EIOPA, ESMA) with the
examination of the applicability of EU financial law to crypto-assets (e.g., Bitcoin). The European Banking
Authority (EBA) published its Report with Advice for the European Commission in early 2019. According to
this report, crypto-assets do not fall under EU law to a large extent, but they arouse consumer protection
issues and money laundering risks. Therefore, it was clear that the European Union should take action.
Furthermore, already in 2018 through the 5th Anti-Money Laundering Directive2, the EU Commission obliged
its member states to take action by early 2020 at the latest. The expected interventions should be aimed to
ensure higher transparency in companies’ registrations, increased power to access to information by EU
Financial Intelligence Units, limited anonymity of virtual currencies wallet providers, extended evaluation of
high-risk third countries, and higher cooperation among AML superiors and the European Central Bank. This
demand resulted in a quite dispersed set of national initiatives. Countries such as Germany, France, Lithuania,
and Malta have adopted quite different rules, while in other States very few or no action was taken. In this
way, fragmentation in the still young crypto sector increased.

2

Directive (EU) 2018/843 focusing on higher transparency in registrations of companies , trusts and similar arrangements
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Finally, it has to be mentioned that the global stablecoin project initiated by Facebook in June 2019 (formerly
Libra and then Diem), considered by many regulators and politicians to be a threat to financial stability and
national sovereignty, was a major stimulus for regulators at global level, since it was clear that the blockchain
space was growing out of its infancy, with many global corporations working on crypto-initiatives. The EU
regulators convened on the fact that it was necessary to create a fully harmonised, comprehensive, and
binding legal framework to prevent regulatory ambiguities and a growing fragmented market.
The new MiCA proposal is intended to regulate some major aspects as briefly illustrated below.
Categorisation of crypto-assets
The MiCA includes all types of crypto-assets that are not yet covered by EU financial law (especially MiFID II).
For all other forms of crypto-assets, various regulation categories are created:
−
−
−
−
−

Crypto-assets (e.g., bitcoins, ether, litecoins, etc.)
Utility Tokens (e.g., Filecoin tokens, Basic Attention Tokens, etc.)
ART – Asset-Referenced Tokens (e.g., Libra Basket Coin, etc.)
EMT – E-Money Tokens (e.g., USDC, Libra Euro, etc.).
ART and EMT refer to stablecoins, depending on whether (EMT) they are pegged by a single Fiat
currency (e.g., Euro, U.S. dollar, etc.), or are linked (ART) to several Fiat currencies, commodities such
as gold, or the value of other crypto-assets. For these two “stablecoin” categories (i.e., ART and EMT),
there are also additional requirements if the token is considered “significant”— for example, if a
broad usage and a large emission volume are expected.

Security tokens (that function like existing securities, such as company stocks or bonds), already regulated as
shares, bonds, or investment funds, do not fall under the MiCA.
Rules for issuers
Issuers of the above-mentioned crypto-asset categories in the EU must, in the future, publish a white paper
(if no exception applies) and send it in advance (20 days prior to the emission) for notification to their
respective national financial supervisory authority. The supervisory authority can then prohibit the issuance
of those tokens. Further, for ART, the issuer requires an authorisation to offer ART and the explicit prior
approval of the white paper by the national financial supervisory authority. Additionally, for “significant” ART
& EMT crypto-assets, the European Banking Authority (EBA) is responsible for supervision and approval, with
the help of to-be-formed colleges of national supervisors. Depending on the crypto-asset category, different
regulatory duties and requirements therefore apply for issuers. If all obligations are fulfilled, the crypto-asset
can be issued and offered directly throughout the entire EU market.
Rules for service providers
Except for existing credit institutions and MiFID II (EU Markets in Financial Instruments Directive) investment
firms, services based on crypto-assets - for instance, engaging in activities such as custody, brokerage,
trading, or investment advice - will require prior approval from national supervisory authorities to offer
crypto asset services under MiCA. These regulatory requirements concern, among other things, the initial
capital reserves, the security of the IT infrastructure, the corporate governance structure, and the suitability
of the management board. For some countries, where licenses already exist for certain crypto-related
financial services, there will be “simplified authorization procedures” to upgrade those licenses. This could
turn out to be a major competitive advantage for EU nations that are already pioneers in the crypto space,
since those service providers will supposedly be able to acquire the new licenses more quickly. Again, once
approved, the service can be offered throughout the EU via the European financial “passporting.”
B-HUB FOR EUROPE

6 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

Rules for market manipulation
In addition, MiCA also introduces rules against market manipulation and insider trading on crypto asset
trading platforms. For example, leveraging large amounts of crypto-assets (so-called crypto whales) on
regulated crypto-exchanges in order to drive prices and thereby profit would no longer be allowed. Just like
in the traditional capital market, those activities will be illegal in the EU once MiCA comes into force.
The potential of MiCA as a major political step ahead
The MiCA is intended to create a fully harmonised European crypto-asset market. It aims at establishing legal
certainty throughout the EU via clear classification of assets and transparent guidelines for service providers
and issuers. Thanks to this new legal framework, more institutional investors and resources are expected to
enter and grow into the market. Furthermore, MiCA can potentially set global standards and shape regulation
internationally, similar to what the General Data Protection Regulation (GDPR) has achieved in the data
protection sector.
From a global perspective, the EU is unquestionably taking a leading role with the introduction of this
proposal, especially if the regulatory environment in the US is considered (it varies largely among states and
offers the potential for state and federal laws to conflict) or the restrictive attitude towards cryptocurrencies
of many Asian countries like China, India, or Indonesia.
The EU, in this sense, can really lead the path towards crypto-regulation at global level3 and can boost the
attraction of crypto talents, companies, and investments from around the world becoming a precursor in this
technology field.
But there are still many open questions that may hamper the success of the MiCA regulation.
Regulation of utility tokens and the question of technology neutrality
Utility Tokens are defined in MiCA (art. 3 (5)) as a “type of crypto-asset which is intended to provide digital
access to a good or service, available on DLT, and is only accepted by the issuer of that token”. The scope of
this definition clearly includes non-financial types of assets, for example DLT-based mobility vouchers.
Currently, voucher-like assets such as frequent flyer miles or Ebay vouchers do not fall under EU financial
regulation (see EU directive 2016/1065). Hence, in order to ensure a technology-neutral policy approach,
they shouldn’t be included in the scope of MiCA either, only because they are based on DLT. The Commission
should reconsider the scope of the regulation, otherwise that could prevent a lot of interesting non-financial
blockchain use cases in the real economy due to regulatory hurdles (whitepaper, etc.), compliance costs, and
tax reasons.
The regulation of Decentralized Finance (DeFi) and decentralized token issuances. Possible unbalances
between assets issued before and after the MiCA entry into force
The issuance of a crypto-asset in the EU requires, amongst others, the publication of a white paper and
notification to a supervisory authority and the establishment of a legal entity in the EU. DeFi token projects
could clearly never comply with these standards. While the existing ones might benefit from the clause
(crypto-assets issued before the entry into force of MiCA will not need to comply, with the exception of ART,
and EMT), future DeFi tokens will not. And as a result of their incapacity to comply due to their decentralized
nature, crypto trading platforms under MiCA will not be allowed to list them any longer. Obviously, this would
also be true for all well-known crypto-currencies such as Bitcoin, Ether, Litecoin, etc., if—hypothetically—
they were to be issued after MiCA’s entry into force.

3

Valdis Dombrovskis (the former EU-Commission Vice President for Financial Services), June 2020
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Definition of decentralized projects and their exemption
The DeFi ecosystem is a crucial driver of innovation in the crypto space. If the EU wants to enable a thriving
EU crypto market and EU crypto-asset service providers to be competitive, it clearly should not put an end
to the legality of future DeFi tokens and projects. Nevertheless, this whole concern depends on the definition
and interpretation of an “issuer of crypto-assets” who, according to MiCA (art. 3 (6), is “a legal person who
offers to the public any type of crypto-asset […].” The EU Commission or the EU financial supervisory
authorities should clarify that decentralised projects do not fall under the definition of a “legal person” and
should thus be exempted from the aforementioned regulatory obligations.
The difficulty will be the definition and operationalisation of “decentralisation” criteria. Once established, on
the other hand, it would not only provide clarity with regards to decentralised token issuances, but also to
decentralised financial services such as decentralised exchange, borrowing, lending and their applicability
within MiCA.
The regulation and effective exclusion of stablecoins in the EU
The MiCA proposes quite insurmountable challenges for stablecoins. As one example, issuers of e-moneytokens (EMT) must be authorised as a credit institution or an e-money institution and comply with e-moneyinstitutional requirements, separate from the newly introduced EMT-specific requirements regarding a
necessary white paper authorisation, redemption rights, operational obligations etc.
Furthermore, under MiCA’s thresholds, most of the relevant stablecoins on the market (Tether, USDC, Dai,
etc.) would currently count as “significant” since they easily exceed one billion market capitalization and/or
100 million daily trading volume. That means that they would need to meet additional obligations, e.g., own
capital funds of at least 3% of the average amount of the reserve assets (art. 41 (4)).
Profitability of stablecoins issuance
If this is the regulatory framework, there are few possibilities that an issuer of the most used stablecoins on
the market will be able and willing to comply with all these obligations and apply for EU licences. This will
radically limit the competitiveness of EU-regulated companies, but presumably drive many EU consumers
towards non-EU regulated foreign exchanges, thereby largely deterring the EU’s goal of better consumer
protection.
High demanding requirements for companies
MiCA will prove a success if the requirements for startups are not set too high. The EU commission’s impact
assessment of the proposal currently estimates 35,000-75,000 EUR one-off costs for the whitepaper, 2.816.5 EUR million one-off compliance costs for unregulated entities, plus 2.2-24 million EUR recurrent
compliance costs (capital reserves, reporting, IT-security, governance, etc.). These financial and
administrative burdens could prove insurmountable for some of the younger market participants. The EU
Commission should be particularly attentive towards the needs of younger market participants in order to
ensure the viability of the startup ecosystem that propelled this whole crypto industry in the first place.
The MiCA regulation is currently going through the legislative process in the EU Parliament and the Council
of the EU. Then, the transition period of 18 months should be considered.
The discussion on the crypto-asset regulation, in parallel to the legislative procedure, is becoming a priority
among the operators and in the highest political institutions and levels in Europe. Also, the crypto-industry,
now organised in trade associations and industry representations (e.g. INATBA, Bitkom), is more engaging
with political stakeholders and expressing major interests and expectations.

B-HUB FOR EUROPE

8 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

The B-hub for Europe initiative worked to extract some learning points, needs and requirements from
stakeholders engaged in the project at various levels to contribute to the discussion.
In the next pages a brief overview is provided of what emerged from the collection and gathering of opinions,
views and insights especially from startups and experts belonging to the industry and academic sectors.
The growing consultation process and maturing political ecosystem around crypto assets call for confidence
that suitable solutions for the major concerns described above and for the ones expressed by the interviewed
actors can be found to fully spread the potential of the new regulation proposal and boost the adoption of
blockchain applications relying on crypto assets at European level.

3. The Startups’ Survey
3.1. Methodological approach
In mid-2021, the B-HUB FOR EUROPE initiative launched an online survey with startups to better understand
the current adoption landscape for the blockchain technology and the main obstacles and barriers hindering
its full implementation. Startups involved with blockchain applications, in fact, need to deal with the
regulatory uncertainty that characterises the sector, also given the regulatory requirements that
continuously and rapidly evolve in this field. In addition to regulatory compliance, a major scope of startups
is to engage potential technology adopters to
Figure 1 – Respondent Startups map
validate their solutions and identify the most
urgent implications on the regulatory
environment. To start collecting inputs and
insights on this topic from startups offering
blockchain-based solutions, the B-Hub for
Europe initiative launched an online survey with
startups. The aim was to better understand the
major obstacles and barriers to blockchain full
implementation and provide hints for the
ongoing efforts at EU level to improve the
current regulatory environment. The online
survey was launched in June 2021 and was live
until early September 2021. It consisted of a
questionnaire with 12 multiple-choice questions
and multiple responses items. The survey was
disseminated via the project communication
and dissemination channels (website and social media) and through signposting from several ongoing
European initiatives focusing on the blockchain technology. The targeted respondents were European
startups offering blockchain solutions. In total, 45 startups got involved in the survey from different European
countries as shown in the above map. The figures below country names indicate the number of startup
respondents in each country. Most responses came from Italy and France, two of the five project target
European countries.
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3.2. The startups view
3.2.1. Challenges in deploying blockchain technology solutions
Startups were asked to identify the biggest challenges in the deployment of blockchain technology solutions.
As shown in the figure below, many startups consider finding adopters and overcoming regulations, as well
as dealing with the complexity of the technology and developing stand-alone projects as the main
challenges. Also tackling the actual regulatory environment and integrating the new paradigm into the
current legacy systems are considered major issues.
Figure 2 – Main challenges for blockchain-based solutions deployment

60% of respondents
consider that finding
adopters is the most
challenging factor for
deploying blockchain
solutions

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

The lack of interoperability among platforms and the difficulty in finding skilled developers to be engaged
in developing projects were also mentioned as main technical challenges.
In addition, other challenges were stated by startups:
−

legal recognition of identity and ownership on the blockchain

−

reengineering of operational processes and transformation of business models

−

changes in management and paradigm shift

−

digitalisation of processes, documentation, and automation (a lot of documents are still on paper)

−

mistrust in adopting the blockchain technology to enable transactions

−

costs of transactions and energy consumption.

3.2.2. Reasons why blockchain is not a mainstream technology yet
Startups were asked to list the reasons why they believe the blockchain technology is not mainstream yet
despite its high potential. General scepticism and mistrust on technology and its possible benefits, along
with an unfavourable regulatory environment, were considered the major reasons. Moreover, a lack of use
cases, especially in some areas, and investments in the public and private sectors were mentioned as
additional obstacles.

B-HUB FOR EUROPE

10 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

Figure 3 – Reasons for blockchain not being a mainstream technology yet

Almost 56% of startups
cite general scepticism
and mistrust of
technology as the main
reason for not being
mainstream yet

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

The reputation and reliability of the technology among potential users were also mentioned as important
issues, since blockchain is often associated with opaque, not fully transparent, and risky financial operations.
A few respondents indicated that audit/compliance and intellectual property concerns are worthy of
consideration.
3.2.3. Factors preventing blockchain projects to advance
In most cases, respondent startups claimed that potential users who can be engaged in a blockchain-based
deployment project do not get a clear understanding and appraisal of the related cost-benefit ratio. This
biased approach is one of the main obstacles to projects implementation.
Figure 4 – Factors preventing the deployment of blockchain-based projects

Almost 50% of startups
believe that blockchain
technology users don’t
have a clear appraisal of
the cost-benefits ratio
associated to each
investment project

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

The complexity of the technology and the difficulty to provide a comprehensive description of the technical
features, especially towards a target segment of traditional small and medium sized organisations with a low
level of internal technical skills is also a major constraint. The required investments and costs to be covered
to adopt the solution is often the most important obstacle to advance in the project implementation process.
More often the fees associated to the use of a blockchain-based platform or to specific blockchain related
services are considered not aligned to the perceived benefits for the organisation. In most cases, a concern
B-HUB FOR EUROPE
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for the required changes in the organisation and the technical procedures plays a major role in the decision
to not proceed, as well as the assumption that more time and resources should be devoted to enable the
technology solution full exploitation in already consolidated business and technical processes.

3.2.4. Key assets for full deployment of a blockchain project
When startups were asked about the most crucial asset enabling the development of blockchain-based
solutions, the availability of strong business cases was cited more frequently. The capability of setting clear
objectives, defining a comprehensive business strategy, assessing milestones and benefits is not always a
simple task for young startups often well equipped with technical skills but lacking business and management
expertise.
Figure 5 – Key assets for full deployment of blockchain projects

45% of respondents
believe the key asset
for full deployment of
blockchain projects is
a strong business
case

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

Moreover, access to financial resources, the availability of qualified personnel to develop and manage the
complexity of peer-to-peer networks, and a clear understanding of the blockchain project by the client were
mentioned as important assets. In some blockchain-based projects, a quite big network of stakeholders is
involved. This calls for the need to define rules, procedures, and relations among the various parties, as well
as effectively manage the whole system. Also, this capability was mentioned as a major factor of success in
blockchain projects full deployment.
More assets were mentioned by startups:
− an open mindset for decentralised, distributed societal, economic and business processes and
models
− the capacity to interconnect with legacy payment systems (card payments, banking accounts...)
− a consensus among the parties that prevents a superuser from intervening in litigations.
3.2.5. Main priorities for regulation to boost blockchain adoption
Startups rated smart contracts regulation as a main priority for a more extensive blockchain adoption. In the
figure below the length of each bar reports the number of startups rating each priority from high (5) to low
(1). Formal requirements, immutability, audits and quality assurance, legal status, effect and enforceability
of smart contracts are all important elements that should be better defined and regulated to boost the
adoption of blockchain-based solutions involving legal components and smart contracts.
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Also, Digital Identity regulation was highly valued by startups, followed by B2B data spaces and GDPR
compliance guidance.
Figure 6 – Priorities ranking for blockchain adoption

The regulation of smart
contracts was mentioned
as the most important
priority for blockchain
adoption

Source: B-hub for Europe elaboration

3.2.6. Uncertain areas of regulation in the blockchain domain
Cross-border regulation was mentioned by startups as the most critical area that brings uncertainty in the
technology domain. The lack of a clear regulatory framework and a fragmentation of legislative initiatives
among the Member States induces confusion in approaching blockchain-based solutions and leads to a slow
adoption within the EU.
Figure 7 – Uncertain areas of regulation

Almost 25% of startups
indicated cross-border
regulation as the most
uncertain area that may
hamper and slow down
the blockchain technology
adoption

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

Uncertainty in the legal framework of smart contracts and the complex overlapping among national and
European laws were also identified as critical areas. Data protection and privacy, as well as governance,
were indicated by some startups as contexts where more clear and harmonised rules should
apply. Standardisation seems to be perceived as a less key area requiring normative intervention.
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3.2.7. Actions to boost the use of smart contracts
According to respondent startups, the most significant barrier to the use of smart contracts is the still vague
legal framework. Therefore, the actions suggested to overcome this obstacle are the definition of a clear and
uniform set of legal norms followed by the issue of clarifying guidelines for GDPR regulation interpretation.
In addition to spreading information through knowledge sharing, networking, cooperation schemes, it would
be important to implement educational programmes for professionals and create legal sandboxes for testing
and validation. Finally, uniformed standards may further help the whole process.
Figure 8 – Actions to foster the use of smart contracts

Almost 60% of startups
call for the definition of
clear and uniform set of
rules to boost the
adoption of smart
contracts

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

3.2.8. Main pain point for GDPR compliance
The absence or uncertainty of regulation was mentioned by startups also as a major obstacle for GDPR
compliance. Also, the storage of data and its processing are a key issue. Data stored on a Blockchain cannot
be changed or erased and this causes a conflict with the right to erasure (the ‘right to be forgotten’),
established in the EU General Data Protection Regulation. The prevalent interpretation is that the right to be
forgotten is realised only if data is erased from all the nodes that participate in the network. As the legal
meaning of “erasure” is unclear, it is questionable whether anonymisation in any form may be considered
erasure. This creates an area of big confusion and ambiguity.
Figure 9 – Pain points for GDPR compliance

Almost 46% of startups
indicated the
uncertainty of
regulatory definitions
and obligations as the
main problem for GDPR
compliance

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents
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3.2.9. Main challenges related to asset tokenisation
Survey participants pointed out that the main challenge to asset tokenization is the regulatory uncertainty
and the lack of common regulations across jurisdictions. Also, the absence of common standards and codes
of conduct for the creation and management of digital assets is a major issue. Having a comprehensive,
robust, and reliable digital asset management platform to manage digital assets is considered a major
challenge.
Figure 10 – Challenges for assets tokenization

Almost 40% of startups
indicated the absence and
uncertainty of regulation
among jurisdictions as a
major obstacle also to
assets tokenisation

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

3.2.10. Beneficial actions to boost blockchain diffusion
Incentives schemes and stimulation programmes launched as initiatives at national or European level were
indicated by startups as the most effective actions to encourage the uptake of the technology. Also,
education campaigns to increase awareness and improve the access to information, use cases and solutions
showcase may be beneficial for spreading knowledge about blockchain and its potential impact on public and
private organisations and for lowering barriers to its adoption.
Figure 11 – Actions to boost blockchain diffusion

53% of startup
respondents indicated
incentives schemes and
stimulation programmes
at the national and EU
levels as the most
effective actions to
encourage the uptake of
the technology

Source: B-hub for Europe elaboration. The figure after the bar refers to the number of startup respondents

Furthermore, improving user experience and increasing the number of available use cases can also be useful
to foster the technology diffusion and stimulate the adoption.
B-HUB FOR EUROPE

15 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

3.3. An overview of the Startups’ Survey results
The survey results show that despite blockchain potential and its beneficial contribution to improve
organisations’ innovation and efficiency, there are still barriers and obstacles to its diffusion and a number
of challenges risk hampering its uptake across Europe. The main findings emerged are the following:
• For 60% of respondent startups, finding adopters and projects complexity are the biggest challenges for
deploying blockchain solutions addressing needs in the industry and service sector.
• 40% of startups stated that attracting skilled developers appears as a major constraint to develop and
manage complex full functioning solutions.
• Strong business cases and access to financial resources to develop pilot cases in real environments are
considered, by 45% and 31% of respondents respectively, the key assets for a successful go-to-market
strategy.
• Almost 50% of startups believe that a major obstacle for adoption by potential users is the difficulty to
clearly assess the benefits of the technology and how it can really impact business models and allow for
more efficient business processes.
• The uncertain regulatory environment, still missing a clear legal framework for smart contracts and data
protection, was cited in 50% of responses, as a major constraint hampering the creation of a safe and
compliant scenario for those organisations and communities that can benefit from technology adoption.
• Almost 50% of startups involved in the survey, declared that the definition of a clear and uniform set of
rules at EU level, as well as the issue of guidelines for the interpretation of the rules, will be highly
beneficial to boost blockchain-based technology solutions deployment and uptake.
It is evident from the survey that the overall perception is that there is still scepticism and mistrust on the
technology and its possible benefits among potential users. This uncertainty, coupled with the complex
nature of the technology and its implementation cases, contributes to a slow adoption process. In order to
improve the general perception and to attract interest from target users, awareness and capacity building
actions, as well as support for technology transfer processes should be promoted at national and European
levels. Training sessions, for example, may be part of public programmes towards organisations in different
supply chains to increase awareness and stimulate interest in tests and pilots.
The knowledge transfer should allow to simplify the illustration of technology functionalities, the use cases,
and the implementing procedures towards the target potential beneficiaries.
Technology solutions should be more visible towards possible adopters and showcasing should be a lever to
create trust around the technology and transfer more clear frameworks for solutions integration within
existing organisations’ processes. This applies both to the private and public sectors.
Pilots and demonstration cases should be promoted, also through public incentives and support schemes,
to allow for feasibility studies and turn them into real-world cases applications.
The available use cases should be further diffused and promoted to create interest towards applications in
different fields and foster the highly pervasive nature of this new technology paradigm.
Furthermore, it will be necessary to ensure more cooperation and coordination among the different involved
stakeholders to reach a critical mass and boost the adoption.
In a general context where the regulatory framework is still uncertain and lacking, it is important to take
further steps ahead and allow for a more favourable regulatory environment both at national and European
level, ensuring cross-border harmonisation, developing sandboxes for testing and validation, creating a
more clear legal framework for smart contracts, assets tokenisation and digital identity.
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4. The Experts’ survey
In parallel to the startups survey, a consultation process through direct interviews with a group of national
blockchain experts was launched to get an expert’s view on how the current regulation fits with the specific
requirements of the blockchain technology, to assess how it may facilitate or hamper a wider blockchain
development and adoption, and to outline the required changes and the areas where more intervention is
required at national and EU level. An interview guide was developed including 13 questions around the
following topics: the status of the EU regulation, the
Figure 12 – Experts interviews geography
national framework in the expert’s country, the most
important regulatory challenges, the taxonomy and the
standardisation process, smart contracts and GDPR
compliance and the stakeholders consultation process
for the formulation of new regulation.
In total, 20 interviews were held in the five ecosystems
(Italy, France, Germany, Romania and Lithuania) plus
Spain, with experts selected among business
representatives in the ICT sector, academics,
professionals and consultants, startup owners, and
representatives of blockchain associations with an
economic, technical or legal background and expertise
in the blockchain technology and the blockchain-related
business fields. The above map shows the geography of the interviews.
In the following pages, a summary of the major outcomes of the survey is provided. The 13 questions
addressed during the interviews have been turned into areas of discussion. Responses are provided in an
aggregate form. Furthermore, information collected from experts on the state-of-the-art of regulatory efforts
in each of the five project target countries are consolidated and described through country sheets.
The opinions, comments and insights provided in the following sections report the views of the experts
interviewed and should not be necessarily interpreted as the views of the B-hub Consortium or aspects that
result from a factual assessment of the B-hub Consortium in the concerned countries.

4.1. Impact of the current EU regulation on the application of the blockchain technology
Blockchain technology is growing in a quickly changing ecosystem. However, to date, there are no specific
EU regulations with a direct impact on Blockchain or targeted to blockchain use cases. No EU Member State
has approved a comprehensive regulation to make the legal system adequate to blockchain technology. This
was not so far a focus topic for the EU and almost all Member States, which assigned low priority to the
regulation of certain aspects of blockchain. Some existing rules can be mentioned such as the Anti Money
Laundering (AML), the Electronic Identification and Trust Services (eIDAS) and the General Data Protection
(GDPR) regulations that have to be considered when deploying blockchain-based applications, although they
are not specifically adapted to blockchain technologies and crypto-assets’ peculiarities and benefits.
Moreover, current relevant regulation is quite restrictive and conservative and, in some cases, acts as a
barrier to entry for potential European innovators.
Blockchain is a technology, and like any technology, depends on the use that is made of it. The lack of a clear
regulation induces confusion in approaching blockchain-based solutions and leads to slow adoption of crypto
and blockchain solutions on the business side within the EU.
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The current EU approach lacks a clear and detailed framework for companies and individuals, resulting in a
very heterogeneous situation across countries in the European Union. The application of the blockchain
technology needs clear and shared rules at the EU level to provide a safe and compliant scenario for those
organisations and communities that can benefit from using it. If there are no rules, companies and citizens
will be barely attracted to the blockchain which is frequently associated only with cryptocurrencies.
At this point, the biggest impact is at the crypto assets level. And it is true that the lack of a regulated
framework redirects the money flow.
Projects such as EBSI may help a lot. However, the EC should play a stronger part asking for feedback and
then promoting a regulation or directive on the topic.
There are several legislative initiatives under development at EU level, through the Digital Finance Package
most prominently ‘MiCA’ and the ‘DLT Pilot Regime’, and a new AML package announced, which address the
crypto asset space. But all these regulatory interventions may have no impact, or even, negative, if not
properly tailored to blockchain use cases.
MiCA also puts a heavy emphasis on making privately-issued stablecoins close to impossible, which is a wrong
strategic decision by the EU, driven by concerns on under development currencies, such as Libra/Diem.
Current regulations have a small impact on the blockchain technology applications as MiFID security, emoney (only rarely due to the common lack of right to redeem), ROME I (basically stating that consumer
rights shall be governed by the law of the country where the consumer has the habitual residence) and the
information requirements by the e-commerce directive. But future EU regulations may have a more farreaching impact.

4.2. What is lacking in current EU regulations and how they can be enhanced
There is not a clear vision and a clear direction for blockchain technology in the European Union, and
companies and experts have concerns that normative changes may affect the whole sector. The European
Union should be able to propose a coordinated strategy and concrete political measures applying in all
Member States, with the objective of creating a single economic area following the same rules.
It is also true that regulation content is often complex and not easy to use. The information illustrating rules
should be aggregated and simplified when addressing companies and startups.
What is also missing is a social and political dialogue that was not pushed high enough on the public European
agenda.
The European Union must recognise open, decentralized blockchain networks and protocols as a
fundamental innovation where the most innovative use cases are currently developed. While challenging to
regulate due to the absence of intermediaries, those decentralized use cases are incredibly powerful as
demonstrated by the emergence of Decentralized Finance. The power of permissionless innovation and
financial inclusion can promote European values and human rights in the digital age. If Europe does not
recognize this potential, foreign interests will again dominate the upcoming evolution of the internet and
finance as opposed to European interests.
Some improvements and actions are required:
− Leverage digital identity to co-innovate and co-regulate DeFi applications. A key element in regulating
a decentralized network of services that are controlled by their users rather than by any centralized
service provider is the concept of digital identity. The European Blockchain Partnership (EBP) has already
started drafting a European Self Sovereign Digital Identity framework (eSSIF), using Europe’s own public
services infrastructure (EBSI). Once the eSSIF framework will be ready for broader usage, DeFi
applications can start to incorporate those verified identities into their service infrastructure. Solving
the identity issue would provide a major competitive advantage to DeFi applications in Europe, while
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providing European regulators with a tool to enforce Know Your Customer (KIC)/Anti Money Laundering
(AML) obligations, taxation and market oversight.
Introduce a legal framework for Distributed Autonomous Organizations (DAOs). The second pillar of
regulating DeFi applications is the provision of a tailor-made framework for the legal personhood of
Distributed Autonomous Organizations (DAOs). Today, DAOs are the most popular way to deploy DeFi
applications on open blockchain networks, while handing control over future updates of the
decentralized smart contract infrastructure to token holders. Yet today, DAOs do not enjoy any form of
legal recognition in Europe nor anywhere else in the world. Developing a framework for DAOs as
collective management bodies of stakeholders presents a massive opportunity that should be grasped
by Europe. Just like in the case of digital identities, such an infrastructure would both nurture the DeFi
ecosystem while establishing regulatory reach in that arena.
Legitimize and secure independent node verification networks. Thanks to emerging DeFi use cases,
open blockchain networks prove to be the most significant innovation brought about by distributed
ledger technology. While Europe has yet to recognize this essential fact, the US are already ahead in this
regard. In January 2021, the Office of the Comptroller of the Currency published a letter clarifying
national banks’ and federal savings associations’ authority to participate in independent node
verification networks (INVN)4 and use stablecoins to conduct payment activities and other bankpermissible functions. Europe has a historical chance to not only recognize and legalize the use of open
blockchain networks by regulated financial institutions but also to participate in the securing of these
networks. By becoming a significant validator operating under a clear legal framework, Europe can gain
massive influence in the future evolution of the underlying protocols, such as Ethereum and other
significant networks.
Ensure proportionality. Regulations are not taking into account that the European crypto industry is
young. The majority of companies are (very) small, recently established, and developing business, with
no, or extremely low, external financial support. This means that they do not pose neither “systemic”
nor substantial risks at this stage and any additional costs like compliance ones appear burdensome and
can hamper their development. By taking inspiration from existing rules that apply to more established
financial actors, regulatory requirements created for crypto companies lack proportionality. This issue
is especially critical at a time where the industry is structuring worldwide, with strong competition from
US or Asia-based companies targeting EU clients.
Adapt regulation to the benefits brought by blockchain technologies. Proposed upcoming regulations
are neither designed nor rationalised according to the benefits brought by blockchain technologies and
crypto-assets both in terms of transparency, traceability, auditability, oversight, IT robustness to create
an efficient set of rules and in terms of disintermediation, programmability, openness to offer
innovative, efficient, inclusive services for European customers.

What is missing
− There is a lack of acknowledgement of digital instruments (what is ownership, how it is transferred,
is there any protection for users - acquisition in good faith).
− Clear statements on blockchain and GDPR (e.g. hashes of personal data).
− A precise definition of the legal value of the information manipulated on blockchain.
− A decentralised regulatory framework that would allow for example the exchange of currency and
assets between countries. A legal framework for banks that use Euro, in order to be able to align
crypto assets and Fiat. Lots of banks are not crypto friendly which forces the investors to use banks
from other countries which directs the money flow outside the EU.
4

A shared electronic database, such as a distributed ledger, where copies of the same information are stored on multiple computers.
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A best practice guide to implement blockchain in different industries.
Many decentralized applications that rely on Blockchain and Smart contracts require those
blockchains to be regulated, which means being certified as a trusted group of validators who can
provide valid certificates on proof of ownership, data origins, credentials.
− Rules also need to be defined to regulate the issuing of signed credentials that could be trusted by
Verifiers and owned by Subjects (citizens or legal entities).
− The EU regulatory framework would focus on the harmonisation of standards. Blockchain technology
has the features for behaving as a possible alternative regulatory tool from the law. This feature
could allow it to escape from current regulatory models built on the trade-off between freedom and
protection.
− A legal framework to allow the development of a stablecoin Euro (and not collateralized by a central
bank).
− However, the main critical issue is the legal nature of tokens5. Although it is not in the competence
of the EU, it represents the true core of a practical regulatory framework.
For the European Union, the solution is to issue a clear EU Regulation, preferable to a directive, so to apply
it uniformly across Europe regardless of Member States actions or inactions. In this context, the national
regulations will always be different, in fact, insufficient and inefficient. The Regulation should define the key
concepts of the crypto and tokens.
The new regulation on eIDAS update could have a direct interaction with the blockchain as some mechanisms
within the blockchain protocols could be leveraged to implement a full Digital Identity Wallet bringing selfsovereignty and control to the user.

5

Tokens are defined as “any intangible asset representing, in digital form, one or more rights that can be issued, registered, stored
or transferred by means of a shared electronic recording device making it possible to identify, directly or indirectly, the owner of said
asset”.
B-HUB FOR EUROPE

20 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

4.3. State-of-the-art of the regulation in the blockchain domain in the five B-hub target countries
In the following pages, through country sheets an overview is provided of how experts described the stateof-the-art in terms of regulation addressing blockchain and DLT in their respective countries.

ITALY

State-of-the-art
The Italian government and financial authorities are starting to consider a regulation for the blockchain
technology but, to date, there is no clear framework in the country, except for cryptocurrencies that are now
accepted by the traditional financial system, nor a strategic plan. The delay between the growth and diffusion
of new technologies on the one hand and the ability to regulate on the other, determines a general
uncertainty among operators, who cannot predict what will be the implications of a specific policy proposal
on the future of the sector.
Some steps to design a national strategy and a consistent regulatory framework have been made. Italy is one
of the first European countries that has recognised in 20186 a legal value to blockchain and smart contracts
through a national legislative provision for administrative simplifications (‘Simplifications Decree’). However,
there are still no execution guidelines issued by the assigned authority, the national Agency for Digitalisation
(AgID), although it was specifically required by the law. AgID had a major role in the coordination of the
publication of a white paper7 in 2018 from the European standardization body (CEN/CENELEC) to identify
requirements of services based on blockchain technologies.
In June 2020, the Italian Ministry of Economic Development launched a public consultation8 on a document
elaborated by a Task Force of 30 national experts assigned by the Ministry with the task of contributing to
the definition of a national strategy on DLT.
Current regulation: gaps and weaknesses
The current national regulation lacks a general strategy of the Italian government for blockchain expansion
in the next years. Private operators try to cooperate with public representatives to frame the sector and build
normative opportunities aimed at fostering the growth of new activities related to blockchain in the country.
National regulations in Italy would require a general vision on how the blockchain evolution is expected to
impact the local market.
What is needed
Without a clear understanding of the technology, the government will never be prepared to propose new
political measures. It is fundamental to work in cooperation with the private sector and build a bottom-up
proposal to be shared with all interested stakeholders.
Expected evolution
In Italy most probably rules for blockchain-based services and products in the financial field will be first issued
and then the regulation will be further extended to other sectors.

6

Art. 8-ter of ‘Simplification Decree’ n. 135 of 14/12/2018 turned into Law n. 12 of 11/02/2019.
http://bit.ly/CEN_Blockchain
8 http://bit.ly/Strategia_Italia_DLT
7
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FRANCE
State-of-the-art
In France, a French Regulatory Framework for Markets in Crypto-Assets has been established by the French
financial regulators, the Financial Markets Authority (Autorité des marchés financiers – AMF) and the
Prudential Supervision and Resolution Authority (Autorité de contrôle prudentiel et de résolution – ACPR) that
provides an innovative regulatory framework for crypto-assets industry actors and their supervision9 (the
“Pacte Law”). The experts declared that EC is taking a lot of inspiration from the “Pacte law”10 for its
proposals for the regulation of digital assets.
Current regulation: gaps and weaknesses
A regulatory framework must be defined for the blockchain technology. The following were suggested:
− Time to be registered is long (more than 1 year on average, up to 2 years for some members).
Consequently, companies lack business certainty, they cannot anticipate how long they must wait to
start or suspend their activity. This situation even led applicants to cease activity.
− The authorities do not acknowledge receipt of the constituent documents, so their investigation is
never officially launched. However, the completeness of the application must initiate the
examination by the authorities within a 6-month maximum delay.
− French credit institutions do not comply with their obligation to open an account to registered crypto
market participants. According to the ADAN’s11 internal data, only one out of the 20 registered
crypto-assets service providers succeeded, even though French law provides a right to have a bank
account to registered companies.
− Some actors (often non-French ones) addressing the French public do not comply with the regulatory
regime; nevertheless, they are neither troubled nor penalised. While they provide their services
illegally, this enhances the frustration of “virtuous” players who comply with the French regulation
and bear relevant costs.
What is needed
A good approach would be to create a group of experts designated by each country to adopt a common
model (technologies and processes) for deployment. This common approach will have the advantage to build
services that will be easily interoperable in the future, while providing nationwide the expected services.
It is also recommended to:
− Provide market participants with a projected timetable for the examination of their application, and
more frequent information and updates on the progress all along the procedure.
− Generalise the use of suspensive conditions to unclog the investigation channels and to relieve actors
who have, in some cases for several months, suspended their activities but at the same time incurred
compliance costs or legal advisory services.
− Reinforce regulators’ teams that conduct registration procedures.
9

https://adan.eu/article/french-regulatory-framework-markets-crypto-assets-en
Promulgated on 22 May 2019, the French legislation for markets in digital assets (the “PACTE law”) establishes an innovative
regulatory framework for some crypto-assets industry actors and their supervision by French financial regulators, the Financial
Markets Authority (Autorité des marchés financiers – AMF) and the Prudential Supervision and Resolution Authority (Autorité de
contrôle prudentiel et de résolution – ACPR).
11 Association for the Development of Digital Assets, bringing together professionals in the digital asset and blockchain technology
sector in France.
10
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Once the application has been received by the authorities and the presence of the required
documents has been verified, the regulator should certify receipt of the complete application to the
applicant.
Enforce the application of the law by credit institutions.
GERMANY

State-of-the-art
In Germany, the state of the art is a mix of good developments in the area of digital identity and less effective
developments in the area of financial market regulation. At the digital identity level, the government is
financing and promoting use cases that are based on SSI-Self Sovereign Identity standards, which is the right
approach. At the level of financial market regulation, Germany blindly follows recommendations by the
Financial Action Task Force (FATF), that works towards the goal of outlawing self-custodial wallets and
identities. Also, Germany passed a specific law on digitizing certain kinds of securities, which is a good move.
However, the law falls short in recognizing the true potential of blockchain technology. It also does not
address some of the key issues in making the digitization of securities a worthwhile endeavour.
Blockchain regulation is currently only viewed from the financial regulatory and specifically AML perspective.
There is no consideration of blockchain/DLT technology serving real industry needs (compared to financial
industry) nor of the law implications on individual level (ownership, transfer, acquisition in good faith).
Expected evolution
The recent draft proposal of a tax code interpretation guidelines for tax authorities tends to penalise Proof
of Stake networks, which are the future alternative to energy-consuming Proof of Work networks such as
Bitcoin. Stacking a lockup period of 10 years for the initial asset is not innovation friendly. It hinders the
adoption of new more green & sustainable protocols.
Today, the government takes the opposite approach, where ministries work as silos. This approach is not
working at all.
Germany needs to recognize the open, decentralized blockchain networks and protocols as a fundamental
innovation. The government also needs to work towards the ability to tokenize equity in companies. The
Ministry of Finance needs to develop actual clarity when it comes to taxation of crypto currency transactions
and ideally adopts the "French solution", which focuses on taxing crypto to Fiat transactions and exempts
crypto-to-crypto transactions. Furthermore, the government needs to reorganize its processes and how it
tackles regulation of sectors like blockchain. Topics like that require a cross-functional organization of work,
across ministries. Creating such cross-functional working groups can help to develop a more coherent set of
regulations for cross-sectional topics like blockchain regulation.
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ROMANIA
State-of-the-art
In Romania, no major developments occurred so far in the field of regulation in the blockchain domain. The
subject is being approached, but the speed is slower than what is required by the market and the ecosystem.
A lot of Romanian companies have registered, or opened accounts, in other countries due to the national
legal uncertainty and controversial reputation of blockchain, due to a lingering confusion between blockchain
as a technology and cryptocurrencies. In Romania, where there are rules, they are not related to blockchain
but to taxes related to crypto transactions. The only aspect regulated is, in fact, the taxation of profits from
trading. It is not defined how companies wishing to issue crypto-tokens or tokenized-contracts should act
and which rules they should follow.
Expected evolution
There are several initiatives initiated by the Authority for Digitalisation (ADR) in Romania but nothing is
formalised yet. Even the National Bank of Romania does not have a clear position on the use of technology
which creates confusion for citizens and businesses. There is not a legal framework for the implementation
of blockchain in different industries, even if the country has committed to implement ISO/TC 307:
https://www.iso.org/committee/6266604.html.
Current regulation: gaps and weaknesses
There is legal and technical expertise in Romania. What is lacking is a political drive (blockchain could be a
higher priority topic on the public agenda) and promotion of public education, both for the decision makers
and the general public. A change in the legislation by the national agency for fiscal administration ANAF, has
been "tried" but it is incomplete, and only some of the employees of the institution know how to apply the
law.
A huge effort and enthusiasm are required to take the responsibility to define a regulation for the blockchain
technology. But this seems still missing in the country.
The State authorities responsible for money - the Romanian National Bank - and for finance - the Financial
Supervisory Authority - have not taken proper consultations with the government (Ministry of Research,
Innovation and Digitization) and the private sector. The perception is that it is difficult for these agencies to
become more actively and effectively involved in the legislative process unless they are forced to do so (by
an EU Regulation, for example).
What is needed
It is important to include the private sector in the regulatory endeavour. Moreover, it is necessary to give
priority in acknowledging the existence of decentralized cryptocurrencies and clarifying the legal status that
applies when accepting payment via cryptocurrencies. Also, it should be clarified what kind of tokens can be
issued by companies, NGOs etc. and what are the key minimum requirements for this process in order to
limit the liability of the issuing organisations.
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LITHUANIA
State-of-the-art
Since early 2018, Lithuania has been active in welcoming and regulating the use of blockchain technology.
The Bank of Lithuania (BoL) was the first in Europe to issue Security Token Offering (STO) guidelines. Shortly
afterwards, the BoL launched the LBchain program, a regulatory sandbox where fintech startups are provided
with the blockchain platform (in cooperation with IBM or Tieto), regulatory consultations, and are able to
conduct research, create blockchain-based solutions and test them in financial institutions. Tested by
financial market participants, the platform may also be applied in such fields as energy or healthcare. In 2021,
LBChain also won the national round of “World Summit Awards“(WSA) in the category ‘Government and
citizen engagement’.
On June 15th, 2021, the first Lithuanian blockchain competence centre “Blockchain Lithuania” was also
established on the initiative of the BCCS (Blockchain, Cyber Security and Compliance Solutions) cluster.
Lithuania became an epicentre of ICO (Initial Coin Offering) activity in Europe in the period 2017-2018,
combining a blockchain-friendly regulatory approach with an abundance of local engineering talent, low
taxes and low cost of living. These advantages continue to support the blockchain ecosystem in the country
even after the end of the ICO boom. During 2021, the number of IDOs (Initial Decentralized Exchange
Offerings) has virtually reached the level of ICOs during the boom years of 2017-2018.
Currently, the National Bank of Lithuania ensures an innovative regulatory framework to create opportunities
for blockchain startups to settle in the country.
Current regulation: gaps and weaknesses
Bitcoin is still not a currency, and in order to use it, it is required to always convert it and pay additional taxes
while using it as a means of payment.
The biggest problem in the country is the technological illiteracy of the regulators that are trying to apply a
traditional regulatory framework to cryptocurrencies, when it would be best to create new regulations for
cryptocurrencies and do that based on expert technological understanding. There is also a lack of knowledge
and understanding of the technology and the related business models.

4.4. Regulatory challenges in the blockchain field
The experts were asked to mention the main regulatory challenges that blockchain protocol entails for
regulators. It was said that today regulation focuses explicitly and implicitly on centralized applications. By
default, the blockchain paradigm imposes decentralisation. But the decentralized nature of the blockchain
is a major challenge. Based on peer control, it eliminates the control of a central authority and this can be
perceived as a loss of power from the central State to regulate the economic system. Furthermore, the
decentralized aspect of the technology poses some threats and concerns to central banks and governments
for their potential inability to control social, political, and economic models not centralized.
Creating a framework for decentralized finance and more broadly decentralized use cases requires a
complete shift into the current EU regulatory paradigm in order to preserve innovation and new
opportunities. Indeed, traditional regulation through intermediaries is rendered impossible or ineffective in
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the context of self-operating software deployed on public networks. But other means of supervision and
control are available and should be considered.
Experts identified a number of challenges as shown below:
− the need to adopt a regulation that is "consensus based" conceptually and implemented in a
consensus-based approach;
− the rapid evolution of the technology and protocols;
− the pseudo anonymity and the transnational nature of the transactions;
− the cross-border nature of business and privacy;
− the legal value of the records in blockchain, considering different implementation scenarios, to
transactions and blockchain certifications;
− the education and technological literacy of regulators who have to apply a traditional regulatory
framework to cryptocurrencies, when it would be best to create new regulations based on expert
technological understanding;
− the ubiquitous feature of the blockchain technology that may limit the effective enforcement by
regulators.

4.5. The most crucial areas to be regulated
Experts were questioned about the most critical areas to be regulated. The most cited areas were: privacy
and disputes resolution. There is a real problem with the resolution of conflicts of laws in Europe when
dealing with cross-border relationships relating to crypto-assets, in particular with regard to the issue of
crypto-assets. Several criteria can be used to determine the applicable law. One is the place of residence of
the buyer. In this case the disadvantage is the risk of multiplying the number of laws applicable to each
dispute. This would result in different rules of protection being applied to each consumer for the same asset.
A second option is the place of incorporation or registration of the issuing company. In both cases, a review
of tax regimes and accounting issues is necessary.
Also, compliance and intellectual property were mentioned. As for GDPR compliance, Europe needs a clear
guideline for projects that use blockchain which is still missing. Furthermore, compliance risks are inevitable
in an innovative sector composed of several interoperable protocols. This calls for a review of the risk-based
approach to Anti Money Laundering-AML /Combating the Financing of Terrorism-CFT. Decentralized finance
is emerging as a new paradigm in the banking and financial sector. These projects are, for the most part,
without a central entity. Indeed, the application of current regulations seems limited or even impossible for
the DeFi protocols which often do not have effective managers or statutes. Even worse, the application of
traditional regulation to DeFi projects would risk limiting the development of new players in Europe to the
benefit of other States whose regulation would be more engaging.
The implementation context is also important (e.g.: private, public, hybrid), as well as the legal aspects
(legality and enforceability of smart contracts, legal value of blockchain operations and data).
The auditing of smart contracts is also an issue. Smart Contracts must be audited by companies known to
the regulator. A key aspect is finally the proper recognition and labelling of crypto assets. At the national
level, an issue is related to the relationship between crypto companies and banks. Since the advent of cryptoassets and blockchain networks, crypto-asset and blockchain players have been unable to establish a
relationship of trust with banking players holding a dominant position in the financial sector.
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4.6. The most critical aspects to be addressed
The most critical aspect is to understand, accept and embrace the difference between centralized and
decentralized use cases. They use fundamentally different architectures and thus require essentially
different kinds of regulations. Forcing decentralized use cases into a centralized framework compliance is
impossible.
Another important aspect is that, in principle, the use by organisations should be regulated, not the
technology. Regulations should address the types of contracts or the types of rights that can be encompassed
by tokens (smart contracts) and their lawful usage by organisations and individuals. Regulations should apply
to service providers and remain technology neutral. Therefore, regulation based on the management of
different protocols, coding languages, consensus mechanisms (POS, POW, DPOS, etc.) or confidentiality
measures (Zk-SNARK, ring signature, etc.) would risk limiting the possibilities offered by the technology to
innovate.
Blockchain is mostly associated with cryptocurrencies but this may lead to a limited use of blockchain
potential. This is a major aspect to be addressed to exploit different use cases and applications across
different sectors.
The governance (on-chain or off-chain) is also central, since it will determine how easily a blockchain protocol
can evolve (change its crypto-economic rules, modify its consensus algorithm, etc.). A blockchain protocol
with on-chain governance will be able to evolve according to the needs of the market without running the
risk of hard-forks (leading to community and technological dissensus). On-chain features such as
cryptographic mechanisms (typically, "zero knowledge proofs” - ZKP) if properly implemented, will ensure
the protection of privacy and individual rights by ensuring that the control of data is in the hands of the
individuals to whom it belongs (self-sovereignty), as the key to the proper functioning of a democracy and a
healthy society as a whole.
Legal aspects are critical. The technology is permanently evolving and some criteria and specifications should
be fixed to give certainty and clear references.
Other critical aspects are: privacy measures, coordination between different protocols, sustainability.
Consensus mechanisms and privacy are very relevant. As for consensus mechanisms, Proof of Work (PoW)
is not energy sustainable, Proof of Stake (PoS) is not democratic. It has to be assessed which is the consensus
mechanism that is most suitable for the society also from a social perspective. PoW/the energy consumption
has gained a lot of media attention recently.
Privacy measures are also a hot topic, as state-of-the-art solutions are computationally intensive and poorly
standardised (just look at the count of zero-knowledge proof libraries). Privacy and censorship resistance
should be among the highest priorities if governmental institutions are going to use blockchain related
technologies or plan to create crypto euros. Privacy regulators need to communicate with AML regulators
and both current silos should achieve a common solution together.
In terms of protocols, different protocols are used which makes it hard to align initiatives. The choice of
protocol should be left open (accept initially a first set of 3 to 5 protocols) and add later new ones upon the
condition that they are interoperable with the initial ones. Cross-chain interoperability is, in fact, another
relevant issue.
For mass adoption, User Experience (UX) needs to increase dramatically.
Furthermore, SME players cannot assess and develop solutions autonomously. They need support and this
has to be properly coordinated.
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Big organisations are expected to participate in multiple blockchain networks that will be often based on
different technologies, adding to the complexity of integration. Proprietary gateway solutions (as those
offered by cloud providers) alleviate but do not solve this problem.
Also, the standard setting should be enhanced.
Finally, Europe needs to exclude DeFi use cases from the current MiCA proposal while working on a
tailormade regime for DeFi use cases preserving their innovative aspects while ensuring market integrity.

4.7. The main security and privacy challenges in projects with respect to GDPR compliance
The analysis passed to assess the main security and privacy challenges in projects with respect to the General
Data Protection Regulation (GDPR) compliance (e.g. the right to be forgotten, the controller determination
and the anonymity threshold). Most experts agreed that GDPR does not incorporate the features of
blockchain and does not fit with decentralised systems. With blockchain technology, the GDPR compliance
becomes much harder to be guaranteed since it is virtually impossible to erase or modify information once
it is validated in a block. It is therefore important to rethink and adapt the GDPR to the blockchain technology
and make sure private operators can comply with EU law.
Furthermore, other experts envisaged that more blockchains of the future (especially if it involves the State
or e-governance) will be hybrid forms with public and private components where GDPR compliance will not
be an issue anymore.
The right to be forgotten was the most cited challenge. Data stored on a Blockchain cannot be changed or
erased and this causes a conflict with the right to erasure, also known as the ‘right to be forgotten’,
established in the EU General Data Protection Regulation. The prevalent interpretation is that the right to be
forgotten is obtained only if data is erased from all the nodes that participate in the network. As the legal
meaning of “erasure” is unclear, it is questionable whether anonymisation in any form may be considered
“erasure”. To balance the opposite needs, a solution is to encrypt personal data before storing them on the
blockchain. In this case, the French data protection authority (CNIL) proposed that the erasure of the data
could be achieved by the destruction of the encryption key.
It is true that privacy is a hard technological problem. Many projects do not implement it by default because
it is hard. The EU should fund and support privacy related research and adaptation of privacy oriented
technologies. Only when there will be easy to use privacy solutions, the ‘right to be forgotten’ can be
implemented.
In blockchain, the so-called "Self-Sovereign Identity" (SSI) projects are the ones most concerned by the GDPR
and the e-IDAS regulation. However, a good SSI architecture that respects individual freedoms is by default
compatible with the GDPR since it normally ensures that no personal information ("PII") is put on the chain,
but that it is instead anchored and hashed (the documents themselves being kept on the hardware of the
individual to whom they belong and not on a centralized database), that cryptographic methods (such as the
"zero knowledge proof") are used to allow the citizen to regain the sovereignty of data (to be able, for
example, to prove which is the age, without revealing the date of birth) and that no centralization exists
between the different actors of the SSI environment (issuer, holder, verifier). In order to avoid falling into a
system that facilitates mass surveillance, a balance between security and privacy must be found. On these
topics, the INATBA Identity Working Group is working a lot with a good level of specialization.
In terms of regulations that are not blockchain-specific, the GDPR turns out to be quite problematic for
blockchain use cases to deal with, in particular when public networks are involved. It is necessary for the
Data Protection Board to clarify how blockchain use cases can work under the constraints of the GDPR, in
particular, the question of whether hashed data that contains a sufficient amount of entropy can be
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considered as non-PII. Regulation that is based on the assumption that some intermediaries exist which can
be regulated becomes problematic in the context of decentralized blockchain use cases.

4.8. Critical legal issues in adopting smart contracts
The experts were then asked to express their views on legal issues related to the adoption of smart contracts
and on what can be done from the regulation standpoint to foster their use.
Formal requirements, immutability, audits/quality assurance, legal status, effects, and enforceability of smart
contracts were cited as critical issues, plus resistance to attacks.
The main issue is represented by audits and quality assurance (quality assurance - as bugs can appear and be
exploited to change the role of smart contracts) since there is not a coordinated regulation at EU level on this
yet. Audit of smart contracts means extensive methodical examination and analysis of a smart contract's
code that is used to interact with a cryptocurrency or a blockchain. This process is conducted to discover
errors, issues and security vulnerabilities in the code in order to suggest improvements and ways to fix them.
Audits are third-party reviews of smart contract code with the goal of picking out bugs, coding errors, and
other potential security exploits.
There is a need for some standardisation in auditing and for an audit procedure. Besides that, it should be
considered an immutable legally binding contract.
Once each Member State will be aligned to a standard regulation for these new instruments, a rapid growth
of smart contracts can be expected at European level.
Smart contracts can also be enabler of regulation if, for example, a particular regulation clause is relevant to
embed within a smart contract (obligation to have a national passport for example) to issue a specific
transaction.
Experts aroused two more problems. One dealing with the need to develop a library of code smart contracts
plus developing legal templates. But in this case an endorsement is required which entail the presence of a
centralised feature. This dilemma should be sorted out.
A second point relates to the breach of the contract. The features of the blockchain do not seem fitted to
guarantee such a case. The regulation should clarify if a smart contract is a legal type of contract or not. And
if yes, a clear distinction between smart contracts and (legal) contracts is required. But here another problem
arouses: which is the applying jurisdiction? Is national law relevant here?
Finally, some experts declared that smart contracts only execute pieces of code. So, there should not be any
legal issues in adopting smart contracts as long as the framework is legally compliant. Most important is to
define the legality of issuing, owning and trading tokens. Everything else is already regulated (for instance
legal effects can be obtained with qualified digital signatures on top of tokens) or should not be regulated.

4.9. Classification and taxonomy of the blockchain technology and the cryptographic tokens
Another issue discussed with experts was the need for a common classification and taxonomy for the
blockchain technology and cryptographic tokens to avoid legal uncertainties that may slow down the
adoption progress. The need for a common functional classification and taxonomy was indicated as a
priority by half of the experts, fostering the convergence of national policies. A common language was
indicated as the best way to start. It was said that people need to understand what the meaning of a
decentralized architecture and its implications are. They need to distinguish between permissionless and
permissioned, all types of tokens and their purpose, DeFi and other applications, the cost of deployment, the
governance and business models. International harmonisation and standardisation put in place also in the
terminology could speed up the technology adoption.
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A taxonomy could facilitate interoperability between distinct blockchain platforms, while classification and
taxonomy could help to face the lack of harmonisation of private law interpretations of tokens.
On the contrary, some experts declared that classification could help and that the MiCA proposal already
introduced definitions of crypto-assets and classification. But this could work only for users that are crypto
startup friendly and only at a higher generic level as a main guidance. Otherwise, this can slowdown the
whole industry and blockchain tech adoption.
One functional classification was proposed by the French Association ADAN. More information at:
https://adan.eu/en/article/taxonomy-blockchain-basedcrypto-assets-en.

4.10. Criticalities in the standardisation process
A major point confronted with experts related to the main criticalities in the standardisation process and how
the fragmentation of the industry standardisation process by different consortia can be lowered or
overcome. Standardisation was defined by most experts as the opposite to development and adoption.
Where there is too much standardisation, development and adoption can be discouraged.
Standardization requires a lot of effort and often attracts experts who are not well acquainted with the latest
innovations. Foundations and consortia may have the ability to move fast with the right experts, and then
feed standard bodies. It was mentioned that regulators should not interfere with standardisation processes
and just intervene when the progress is matured and standards are applied in the real environment. But it is
undoubtful that there is a need for a closer collaboration between the private sector and the regulators to
deal with the rapidly changing environment and the acceleration of technology.
It was also pointed out that it is too early to impose standardisation in the blockchain field, also given the
different level of application in each Member State. This favours a ‘granular’ effect where the most innovative
economies behave as they would be the ‘standard’. With the rising importance of blockchain within the
economies, the risk is building markets based on de facto rules which are far from the principles of an open
and efficient single market.

4.11. How regulators could support the current challenges
Experts highlighted that regulators should have a constant dialogue with the private sector and, potentially,
with foreign homologues in order to understand what the priorities for blockchain experts are, evaluate the
impact of public regulation in other countries, propose measures and assess their effect before applying them
to the private sector.
It was proposed that one solution could be to hire more blockchain experts or create an intermediate
structure to engage with tech professionals for public debates and early adoption.
Furthermore, it was favourably welcome the creation of a sandbox/playground where entrepreneurs can
evaluate different scenarios, using diverse types of blockchains, to be further validated before adopted by
national institutions. The UK case was cited as an example with London supporting the Fintech ecosystem.
A suggested approach is to be more permissive with the technology or even with the new business models
that are not aligned with some rules while ensuring at least a quick enforcement of legal and social aspects.
Or even keep the regulation at a minimum and only update/extend it after some years if it becomes
necessary.
An alternative in between could be to define general rules that are not an obstacle to the diffusion of the
technology and guarantee some fundamental reference frameworks (KYC, AML, GDPR) to exploit the
advantages of decentralization.
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Continue financing projects in the NGI area (e.g. Trublo, ONTOCHAIN, etc.) was mentioned as a useful means
for project testing and validation and ensure more intensive experimentation.
A source of inspiration could be the US approach (as it happened with Circle controlling the stable coin USDC
that dominates the crypto operations in the world) by allowing innovation creating national or European
champions and then working with them to intervene with tailored regulation.

4.12. Stakeholders consultation in the legislative process
Finally, experts were invited to suggest how the solution providers can become more actively and effectively
involved in the legislative process and if, in their view, a proper consultation process is in place.
Some actions and initiatives were proposed:
− More frequent and more serious public debates should be launched. The private sector should be
more involved in the strategies formulation process. Round table discussions, joint competence
centres, knowledge sharing initiatives should be fostered.
− Solution providers should interact with national and European authorities in order to raise concerns
and propose political ideas to public officials. In Italy, the Ministry for Economic Development, for
example, created a Task Force on blockchain to cooperate with private experts and researchers for
the development of a national blockchain strategy. The same type of initiative could be replicated in
other EU countries or at the EU level.
− Solution providers should be incentivised to get involved or at least made aware of the positive
outcomes from the consultation process with other bodies. Furthermore, they should push to have
hackathons organised by the government and public institutions.
− The regulators should actively seek inputs and guidance from companies in the cryptocurrency space
and promote consultation. In some countries there is a proper consultation process. For instance, in
France there is a regular exchange with regulators (ACPR, AMF, Banque de France). The teams are
often dynamic and curious, so it is often possible to find a common ground. But more in general,
consultations should be provided earlier in the regulation process, be extended over a longer period
and be more visible. Professional associations should be involved more frequently by European
institutions within the legislative process to gather industry's feedback and expertise. This could
occur, for example, through public-private working groups.
− The effort played by the European Commission for the technological transformation of the European
economy and society makes it easier to drive a proper consultation process. INATBA, the European
Blockchain Observatory & Forum as well as other supported initiatives are of great value in tuning
what is the most proper consultation process.
− Finally, more coordination is required in the contribution to the standardization process. In some
countries the various efforts at national level from associations and companies are not properly
organised and jointly managed.
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5. The Experts’ Roundtable
In December 2021, an expert-based public roundtable “Emerging challenges in the blockchain ecosystem”
was organised by the B-hub for Europe initiative in the framework of the project Final Conference to discuss
the results of the surveys conducted in the previous months and to debate on emerging regulatory issues in
the blockchain ecosystem in Europe. Six experts were selected and involved from four European countries
(France, Germany, Romania and Malta) with competence and expertise in regulatory matters in the
blockchain field and experience within European observatories, private law firms, business associations and
clusters, and academies.

Policy discussions around blockchain are being held around the world in parallel to discourse on new
applications and innovations around decentralized technologies, and Europe is one of the major stakeholders
and initiators of such debates. With this panel B-hub for Europe wanted to bring the discussion forward, to
highlight the main challenges and opportunities and to address some of the major questions concerning the
regulation process. Experts were invited to bring their experience in this field and to explain major legislative
developments in their own ecosystems. Some European countries, in fact, introduced their first policies on
this subject in recent years. For example, Malta introduced a comprehensive regulatory framework already
in 2018, Germany adopted a federal blockchain strategy the same year, and several other European
governments put effort into developing their own frameworks, including France, Estonia, and Sweden.
Here below, a brief outline is provided of the main topics discussed during the roundtable and of insights put
forward by the experts in France, Germany, Romania and Lithuania.

5.1. Overview of the regulation in place at country level
The roundtable started with an overview of the current regulation in the blockchain field in the five countries
represented by the experts and the challenges that are emerging.
France was indicated as one of the European leaders in the regulation of crypto assets with the recent “Pacte
Law” promulgated in 2019, establishing an innovative framework and a new regime for French Financial
Market Authorities, and new rules for fundraising via the issuance of virtual tokens (Initial Coin Offering ICO) and digital assets services providers (DASP).
The Regulatory Framework provides for an optional visa regime for Initial Coin Offerings (ICOs). The law
enables project initiators who wish to submit their information document to the Autorité des Marchés
Financiers (AMF) for an optional visa that will be issued on condition that they meet certain requirements.
The visa remains optional and the raising of funds without an AMF visa continues to be legal in France.
However, issuers who have not received the AMF visa will not be able to use general solicitation. Whether
or not they choose to obtain the optional license, service providers who wish to provide digital assets custody
services to third parties or to purchase/sell digital assets in exchange for legal tender are subject to
mandatory registration with the AMF.
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The new law also envisages an optional license for digital assets services providers, the possibility for certain
funds to invest in digital assets and some measures to protect the investors. Also, a set of digital services are
identified (e.g. custodian and exchange, trading platforms, portfolio management, and investment advice).
In Germany, efforts were made to set definitions of crypto assets through the German Law for the
implementation of the European Directive on the Anti Money Laundering (AML), which does not assign
crypto assets with a legal character but allow them to be accepted as means of payment or exchange
between individuals, or for investment purposes, including tradeable tokens. Financial or banking licenses
are required to put in place any service around this financial instrument.
In 2021 Germany enacted a new law that introduced electronic security with registration on a DLT basis and
the Crypto Asset Transfer Ordinance entered into force imposing enhanced customer due diligence
requirements on crypto asset transfers conducted by credit and financial institutions.
As for Romania, the national scenario is still immature and static. There is still little understanding of the
importance and the potential of regulation in a space where private actors are currently quite active, despite
the strong push from the private market that is demanding some regulation. Initiatives undertaken in this
field to study possible regulatory intervention, do not usually have follow-up and full implementation.
A lack of clear rules applies also in the field of wallet providers and crypto exchange services and this puts
constraints both to local and foreign companies that want to operate on the Romanian market. Interest is
more focused on taxation and financial benefits arising from the use of blockchain.
Malta can be considered one of the European countries that mostly acted in this field and that is more
advanced in regulatory efforts not only to set financial aspects but also rules applying to the technology. In
2018, in fact, a Malta Digital Innovation Authority (MDIA) was established to regulate and promote
blockchain technology. The normative intervention was not aimed to prohibit or allow for something but to
fit for purpose. Furthermore, a new environment was created where the technology can be tested (e.g. for
NFTs). Through a sandbox, in a controlled environment with few small operators, ideas can be validated. This
is happening for example to create a new type of legal entity adequate to host the decentralized autonomous
organization (DAO), after a lot of experiments and academic work.
Malta enacted also new laws providing clarity for the crypto space such as the Innovative Technology
Arrangements and Services (ITAS and the Virtual Financial Assets - VFA). These acts are among the first
legislations on DLT in the world.

5.2. Current challenges in each country
The panellists were then invited to identify the most important challenges that are currently affecting
blockchain adoption in their countries as briefly summarised below:
−

Political support is required to put crypto assets among priorities in the European digital strategy.

−

A proportionate framework should be defined to ensure the right balance between protection and
innovation. Regulation should mitigate technological risks while not restricting innovation.
The DLT technologies can be particularly important for society. But there is an interest from the
public to avoid risks. So, a balance is required. For example, a tax exemption for decentralised
structures (associations or foundations) supporting the development of these networks could be
useful. But this is not shared among the broad basis of politicians. The use of DLT technologies should
be conceived as opposed to the Internet monopoly.

−
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−

An Antitrust law may be beneficial to regulate the crypto asset market and prevent certain players
from offering their services without the requested approval.

−

Anticompetitive sanctions by some traditional players such as banks and big players like Google
should be removed.

−

A specific and tailored framework for Decentralised Finance (DeFi) should be established not based
on the same architecture of traditional finance which is built on territorial application rules. These
rules are not automatically transposable to DeFi and the legal categories of traditional finance cannot
be applied to DeFi.

−

The blockchain actors and community should start thinking about what exactly ‘decentralisation’ is.
When a system decentralises in a manner that is really not provided by any organisation, entity, or
group, it is important to clarify how certain objectives can be achieved. More clarity is necessary.

−

It is important to try to provide some guidelines. The regulators should be ready to cooperate with
the private sector to establish a framework that takes into account DLT technologies’ specificities.
They should have some form of audits with specialised auditors that can establish what is mandatory,
what is approved, etc.

−

Decentralised tech cannot be stopped, whatever the regulatory environment is. An adequate and
proportionate regulatory framework should be established in a way that the community is
encouraged to use more the regulated environment than the unregulated one. A win-win system
should be created.

5.3. Current challenges for startups in entering the blockchain market
Experts then passed to analyse how it can be made easier for startups to enter the blockchain market.
Startups, in fact, are creating a lot of new use cases.
It was pointed out that innovations happen at the edges of the market. Therefore, new services are often not
necessarily offered in the new ecosystem by traditional players, like banks, which already have authorisation
and licenses. It is most probably the case that smaller players, like startups, which are not authorised or
licensed, are more able to offer them. When a new regulation has to be established, this is a major point to
be considered. It is necessary to change the paradigm of how new regulations and laws are built. In this case,
it is necessary to consider Web 3.0 features and purposes.
A step in this direction is to define how a sandbox concept, also on a general level, could work, regardless of
the industrial sector, or the supervisory authority.
In terms of harmonisation, some thresholds should be fixed above which certain provisions in the law are
applicable to each company and each player in the market, but below which only specific obligations and
liabilities are applicable to smaller players in the market. And this would be greatly beneficial to small
companies and startups. An example is the GDPR compliance and the obligation to prepare the related
documentation, for instance during an investment procedure. Although compliance, as also resulted from
the B-hub for Europe survey, is an important aspect, it is difficult for a new entrant on the market to fully
accomplish compliance. This is a major boundary for SMEs, which represent the most significant share of
companies in the European market. A first scenario could be to ideally develop a sandbox with a general
framework and a specific implementation for each authority and even for European authorities. If this
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scenario is not possible, then a system could be implemented with different thresholds of compliance and
secondary areas of obligations.

5.4. Regulation and Non-Fungible Tokens
The area of NFTs and the specific rules that apply in each country were then analysed.
In Germany, a paper was just released focusing on NFTs and provisions are quite the opposite of what is
under discussion at EU level with the preparation of the MICA regulation which foresees an exemption for
NFTs. Crypto assets are new financial instruments in German banking law, but they are not defined
necessarily as fungible assets. An NFT can easily be a crypto asset when it serves investment purposes. As
German regulators are of the opinion that what is tradeable serves investment purposes. Under German law,
NFTs will be treated as financial instruments.
If NFTs are exempted from MICA, there will most probably be room for national legislation to intervene in
this area. Therefore, more likely, national regimes will still differ and deviate from a uniform NFTs regulation.
A sandbox in the NFTs area will be extremely useful. But the sandbox called ‘DLT Pilot Regime’ for market
infrastructures based on distributed ledger technology, will be limited to licenses and DLTs. There should be
more room to play around blockchain technology which is truly innovative and does not have any type of
license. The response is still not convincing.
If the NFT is used for investment purposes, NFTs should be referred to as crypto assets or virtual assets. In
France, the association ADAN is putting forward a proposal to adapt the regulation to NFTs and this is a really
important challenge for the future of the crypto industry.
Malta is less concrete than some other countries in providing clarity about NFTs. Small action was made on
the financial aspect. From a technology point of view, through a technology sandbox, a playground was
created where work is allowed with these new technologies at limited risk and working with other regulators
and legislators to define within what ambits the solutions can be tested.

5.5. Future steps for the overall improvement in the regulatory environment
Finally, the panellists were asked to put forward some steps that could be taken in the future to have an
overall improvement in the regulatory environment and to have it adapted to the technology evolution.
It was underlined that the technology is still at a very early stage and there is a need to develop a technology
that is easy to use. There is progress, but people should be more aware of what blockchain technology is and
how they can benefit from it. Awareness building deserves a boost. This can help to understand what
decentralisation can bring to the society and how it can change the society. More education is required which
is not only tech-driven, but a more holistic view should prevail, including social and legal aspects.
Furthermore, it is important that the community works together. The large projects like GAIA that had a very
slow start but are now moving in the right direction, can surely help. The communication barriers among the
actors involved in the ecosystem may break down through these large projects.
It was also said that there is a big gap between what people want to implement and the ways lawyers,
regulators, notaries and any professional in this space are able to explain to people what their rights and
obligations are. Any progress in this space of simplifying and improving users’ experience embedded in what
law constitutes in this new Web 3.0 universe is a step in the right direction. It can help people to understand
what are the boundaries in which they can operate. But unfortunately, law in the traditional format is not
B-HUB FOR EUROPE

35 | 43

Report on insights, inputs and recommendations
to EU Blockchain regulatory efforts

GA 871869

helpful because there is a lot of terminology which is still unclear and needs interpretation from other
professionals.
The roundtable session closed highlighting that progress should be made in terms of standardisation,
taxonomy, uniformation of the ways to address crypto definition on a country basis. The lack of clarity and
certainty in these fields is hampering the technology adoption and is contributing to creating a quite narrow
environment for SMEs and startups to operate in this domain.
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6. Concluding remarks and recommendations
Blockchain and Distributed Ledger Technologies can highly contribute to the improvement of the European
industry and of citizens’ life. Europe has the potential to lead this innovation process, turning technology
enhancements into new and/or improved business models for the benefit of the economy, the society and
the various ecosystems sustainability, especially if integrated with other emerging technologies, such as AI
and IoT. However, the decentralized and immutable nature of the blockchain technology does not fit with
the existing structures and applicable standards in many areas. And although it is true that regulations have
always struggled to keep up with advances in technology, this seems more challenging in the blockchain case.
A misalignment is observed between the blockchain technology evolution and the capacity to formulate a
tailored regulation. At European level, a tailored comprehensive regulation specifically applying to blockchain
is still missing. The existing rules are quite restrictive and conservative, especially on stable coins and digital
currencies, and can produce counter effects discouraging the entry of innovators in Europe. At Member
States level, there is a broad heterogeneity and high fragmentation of applying rules and, in most cases, low
priority is assigned to regulatory intervention in this field. In some countries, existing laws such as those
tackling money-laundering, investment services and taxation have been “recycled” and extended to
cryptocurrency-related activities.
A reference legislative framework with shared rules and clear statements is therefore requested, as also
emerging from the survey conducted by B-hub for Europe and the comments previously provided in this
report. There is really no other way, in fact, to help an emerging industry to thrive than by introducing a clear
regulatory framework. A major reform is essential. And, in the opinion of most experts, a new regulation is
required, more than an adaptation of the existing one.
There is a wide belief that the establishment of new clear rules in an easily understandable, predictable and
relevant legal framework, can create more interest among companies and citizens on the blockchain
technology applications, and also contribute to attract innovators, new players and investments to the
European market.
The ambition of European institutions is to provide an EU-wide harmonised framework that would allow for
more legal certainty and support innovation in the space. A major international harmonisation process is in
the European agenda also to address the rising issue of cross-border jurisdiction. Recent examples are the
revisited proposal for a Regulation on Markets in Crypto-assets (MiCA) and the considerations around central
bank digital currencies.
The B-hub for Europe initiative has monitored these efforts and ongoing debates and have consolidated
views, opinions and insights collected all along the project life from startups, experts, panels and working
groups and has formulated a set of policy remarks and recommendations that are briefly illustrated in this
concluding section to put forward requests, ideas, and proposals of improvement of the present European
regulatory framework as a contribution to the policy and normative development process.
The first steps that are taken in a regulatory process are usually the most important. After the first implanting
phase that lays the foundations, it is extremely hard to revert the course. Therefore, it is important to define
from the beginning the characteristics, features and purposes required to the new regulatory framework.
Below some hints are provided in the form of concluding remarks and recommendations as a consolidated
feedback from the project activities.
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1. A technology neutral regulatory framework
As with any other innovative technology or its application, also in the blockchain field, it is important the
ability of legislators to balance the need for governance and the avoidance of heavy handed government
intervention which would harm the emerging technology. A careful analysis should be made of functional
characteristics of various concepts under consideration and their implications and risks (real, not perceived),
so that the introduced regulatory regime provides an appropriate and adequate response to regulatory
concerns without over-regulation. Experts interviewed agree that it is the ‘use of the technology by
organisations’ that should be regulated and not the technology itself. The regulatory intervention, therefore,
should be functional, technology-neutral and based on regulatory goals and principles. Regulations should
address the types of contracts or the types of rights and their lawful usage by organisations and individuals.
They should apply to service providers and remain technology neutral. It is therefore required to improve
the existing proposals with a view to achieving truly appropriate and technology-neutral regulation.
2. New rules directly applying across the European Union
To ensure full harmonisation and shorten the time-to-application, the most effective means suggested in this
scenario is to shape a ‘Regulation’ that is a binding legislative act applying directly and simultaneously to all
EU Member States, more than a ‘Directive’ that sets out goals to be achieved and leave to individual countries
to devise their own laws on how to reach these goals.
3. A proportional regulatory framework to ensure compliance and inclusivity
An important requirement to ensure an inclusive access to the blockchain domain by different players is that
regulation should be proportional to the dimension of the compliant entities. Compliance is, in fact,
burdensome especially for young still fragile companies and this can hamper business growth and
development especially within the startups segment. It is challenging that the same rules apply for small and
larger companies, which is an additional burden for small businesses. Regulation should pursue compliance
costs reduction and they should be an innovation boost, not a further perceived burden.
Thresholds should be fixed above which certain provisions in the law are applicable to each company and
each player in the market, but below which only specific obligations and liabilities are applicable to smaller
players. This would be highly beneficial to small companies and startups.
4. Pursuing a balance between innovation and regulation
A balance should be ensured between the ability and the intent to innovate and the need to regulate. The
question is: “Is it better to under-regulate and risk business and consumer harm, or over-regulate and risk
hindering innovation?
Experts agreed on the fact that it is important first to innovate and then to regulate in an adequate way. At
the initial phase, it is preferable to keep regulation simple and at a minimum to spur innovation and allow
exploiting the potential of the technology. At a later stage, more strict rules can follow to secure processes,
create trust, avoid friction among the operators and give certainty to the whole system.
Regulation should be tailored to the most promising use cases with a potential commercial value that could
lead to economically viable business models around which European champions can grow and be then
involved in and contribute to the regulation process.
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5. Horizontal vs vertical regulation
A major dilemma and point of discussion regards the opportunity to focus on horizontal or vertical
regulation. The point is to understand what the most applicable and suitable approach could be. When
considering the concept of cryptocurrency it is useful to view these assets as a type of application using
blockchain technology. The regulation of blockchain could be therefore horizontal by concentrating on the
hierarchy of identifiable layers involved in the technical structure of these applications. These layers include
the platform level (the blockchain), the application level (the tools that run on the platform such as
cryptocurrencies) and the overall blockchain ecosystem (the ledger or ledgers). Horizontal regulation of
blockchain technology would seek to regulate the infrastructure.
However, there is wide agreement that cryptocurrencies could be brought within the sphere of rules without
regulating cryptocurrencies per se, through the vertical regulation of the blockchain market itself. Vertical
regulation follows a sectoral approach, establishing vertical lines respectively between the different
intermediary services in the targeted ecosystem which build interfaces with traditional financial and
economic sectors. Such a form of regulation is further justified in view of the reality that a rising number of
cryptocurrency transactions are not performed “on-chain” (i.e. directly on the blockchain network), but
“offchain” via internal logging systems controlled by centralised cryptocurrency exchanges, wallets and
payment companies.
6. Informed and expert-based regulatory process
For regulators it is mandatory to understand the challenges of the new decentralised technologies and
develop a regulation which is adequate to them, not necessarily within the existing rules. Answering the
question of whether it is worth regulating or not or making a choice between different options requires that
lawmakers and regulators have a proper understanding of the technology issues. But so far, the proposed
regulations seem not fully considering the potential and the benefits brought by the technology. Policy
makers and regulators should be helped to understand the technology and what can (and cannot) be
achieved with it. Blockchain literacy is required through educational programmes for regulators and law
enforcement officers. Education, training, hands-on experience and exposure to the technology and the
ecosystem are the best way to provide regulators with the tools they need to make the best decisions.
In this sense, external support can also be useful, providing expert-based guidance to regulators and
integrating technology knowledge with law. A proactive approach of the blockchain industry can also play a
key role by effectively engaging and working with regulators to promote a pro-innovation regulatory
environment through engagement fora and blockchain trends discussions. Continued engagement of this
type can be important as industry seeks to foster an approach to law-making that encourages, rather than
stifles, innovation.
7. Ensuring balance between transparency, security and privacy
There is a need to rethink and adapt GDPR rules and develop guidelines for compliance. Three principal areas
are particularly relevant: the right to be forgotten, the controller determination and the anonymity
threshold. Privacy should be appropriately combined and balanced with transparency and security of data
and information used and exchanged.
8. Allowing a consensus-building process and cross-border cooperation
The regulation building process should be a consensus-based procedure. It is fundamental to work in
cooperation with the private sector and build a bottom-up proposal approach. Solutions providers should be
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incentivised to get involved and a democratic access of SMEs should be allowed. Strengthening the policy
dialogue in certain areas of intervention is an important tool in the design and implementation of a common
European legislation on blockchain and DLT technologies.
International regulatory cooperation is a foundation of the global economy, allowing countries to address
shared challenges across borders. Digital technologies, which often transcend national boundaries, have
made such cooperation more important than ever, and more complex. Blockchain has added a new facet to
these efforts, enabling new breeds of global digital goods and services, with new levels of
interconnectedness, on networks that can sometimes appear beyond traditional regulatory reach.
9. Creating Sandboxes as enabling tools
Sandboxes, as facilities that bring together regulators, companies, and tech experts to test innovative
solutions and identify obstacles that arise in deploying them, have been mentioned by experts as useful tools
to sustain the growth and development of the blockchain market. The input is to continue in this direction
fostering the exploitation of these tools. Sandboxes are under implementation at European and national
level, especially in the financial sector. By participating in sandboxes, operators can test innovative products
and services in constant dialogue and discussion with the supervisory authorities, also requesting regulatory
exceptions in the testing phase. The authorities responsible for regulation are able to observe the dynamics
of technological development and identify the most appropriate and effective regulatory interventions to
facilitate the development of the technology, limiting since the initial phase the potential risks.
10. Ensure adequate and standardised systems audits
Due to the structure of blockchain technologies, audit approaches should build on continuous
controls/analytics and monitoring. With the introduction of smart contracts new risks should be carefully
monitored. Blockchains introduce new sets of risks around protocol code, consensus mechanisms, smart
contracts and with the many interfaces with blockchains such as wallets, exchanges, and funds in the whole
ecosystem. Controls and assertions are quite different on blockchains and testing them needs to be much
more automated and cross-functional than in other traditional control activities.
Independent auditing/assurance of blockchains is required on both public and private blockchains. Auditors
are an important part of the assurance process; however, blockchain forces auditors and accountants to
advance their use of automation, including automated analytics and continuous monitoring. System audits,
therefore, should be appropriate to include the use of analytics and continuous monitoring, leveraging a
whole new set of controls and audit practices unique to the technology and system auditors duly scrutinised.
Standardisation of audits could also help to improve the audit scope and efficiency. Harmonisation on smart
contracts audits rules and procedures across countries can boost their application.
11. Establish a common taxonomy for blockchain and tokens
The lack of a commonly accepted classification and taxonomy for blockchain technology and cryptographic
tokens results in legal uncertainties for all stakeholders and this can slow down the adoption progress. A
common functional classification and taxonomy, a common language, was indicated as a priority by experts,
fostering the convergence of national policies. International harmonisation and standardisation in the
terminology could speed up the technology adoption, facilitate interoperability between distinct blockchain
platforms, and help to face the lack of harmonisation of private law interpretations of tokens.
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12. A new regulatory smart framework fully entailing the blockchain features
Some major aspects were mentioned by experts and startups interviewed relevant to a new smart regulatory
framework:
− Provide a legal value to blockchain operations, records and data registered on the blockchain
− Regulate legal issuing, ownership and trading of tokens
− Develop a legal framework for DAOs
− Create a framework to allow for the exchange of currency and assets across countries
− Clarify the requirements to achieve qualified digital signatures (i.e., legally binding digital signatures
across entities would be essential) and initiate a blockchain based identity framework to lay the basis
for trusted interaction.
13. Focus on use cases outside the financial sector
It is recommended to focus not only on crypto and digital currencies. A best practice guide for blockchain
implementation in different industries would be helpful. Also, boost use cases on NFTs for enterprises and
the society, not necessarily related to investment and venture purposes only.
14. Coordination of the standardisation process
There is a general need to have more standardisation in the field. Blockchain technology can only live up to
its potential through standardization and certification across industries and domains. Currently, there is a
fragmented landscape driven by various consortia, associations and other bodies developing industrial
standards. But a coordination effort should be made through cooperation combining efforts and pushing for
widely accepted standards.
15. How to facilitate the rules building process
Some measures and actions were mentioned as useful means to support and facilitate the rules building
process:
− Ensure more public debate and promote socio-political dialogue since blockchain has a considerable
impact on society
− Create cross-border consultation groups of experts to adopt common models
− Extend the periods and render more visible to more stakeholders the consultation sessions
− Allow for more frequent and earlier consultation in the legislative process through public-private
working groups
− Ensure a cross-functional organisation of work among ministries (cross-functional working groups)
− As happens in other policy fields (e.g. SME policy and the SME Test) provide for a ‘regulation test’
before large implementation and map best application cases with clear indicators and impact
measurement.
16. Policy options and initiatives to boost blockchain adoption consistent with regulation
Finally, some policy options were suggested to boost blockchain adoption in line with the regulatory
framework:
− Make available funds to support collaboration between SMEs both as suppliers of solutions and
adopters in global value chains
− Establish sectoral public-private partnerships to support and encourage vertical applications
− Monitor PoCs and pilots to check consistency with the ongoing regulation
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Facilitate the creation of comprehensive international ecosystems around supply chains applying
blockchain
Include blockchain technology solutions in the design of a European sustainable carbon and plasticfree area. Use blockchain to gain sustainability.
Promote incentives schemes and programmes at national or European level to encourage the uptake
of the technology.
Stimulate education campaigns to increase awareness and improve the access to information, use
cases and solutions showcase for spreading knowledge about blockchain and its potential impact on
public and private organisations and for lowering barriers to its adoption.

Some experts concluded that in the future five, ten, twenty years, we can move to a space where we start to
deregulate, where we start to use Regtech to automate processes, so we will not have to check. Because, if
a smart contract does what it has to do exactly and it is audited, why should we check the processes? It
cannot change. And this is the future we may have in a few decades.
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